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EXECUTIVE

SUMMARY

SPEND/SAVINGS

This section includes a summary of the findings by the PTP PeakPlus team reviewing 

the trending in AWS spend, causes of changes and highlights for consideration.  

Detail to follow. 

SECURITY CONFIGURATION

PTP is evaluating security best practices against the NIST 800-53 security framework, 

and the controls that apply to the cloud environment.  There are additional 

recommendations from PTP beyond the mapped NIST best practices that are 

provided in detail in the security section.  PTP managing action items for best 

practice remediation.
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SAVINGS ANALYSIS
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• 41.5% increase Feb to March

• 53% decrease in savings opportunity
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• Comparison by CLIENT’s month to month 

savings opportunity as compared to PTP’s 

aggregate customer base.

• CLIENT’s FinOps demonstrating a highly-

optimized environment in comparison to 

their peers.
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MoM SPEND 

BY SERVICE

EC2, $21,150
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316% increase in EFS usage from February to March.

23% increase in EC2 usage from February to March.
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MoM SPEND BY SERVICE
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Feb ‘23 Mar ‘23

$438.81

$390.98



EC2 INCREASE DETAIL
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EC2 INCREASE DETAIL CON’T
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Feb Count
Feb Savings 

Opp
Mar Count

Mar Savings 

Opp

Savings Opp

Change

Reserved Instances 15 $2,166 10 $548 !

Idle EC2 9 $885 5 $170

Idle ELB, RDS, Others 4 $35 4 $35

Mis-provisioned 

EBS
1 $83 1 $83

Unused Resources 30 $480 $490 $490

EBS on Stopped EC2 44 $433 $448 $448

• Savings opportunities down in 

RIs and Idle EC2 

• Savings opportunities up for 

Unused Resources and EBS on 

stopped EC2 instances.

MoM SAVINGS 

OPPORTUNITIES
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EBS VOLUMES ATTACHED TO STOPPED EC2 INSTANCES

IDLE EC2 INSTANCES
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SECURITY BEST 

PRACTICE ANALYSIS
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SECURITY METRICS
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Best Practice Severity January February March

IAM User Policies with Full Admin Privileges High 4 4 4

IAM Role Policies with Full Admin Privileges High 31 30 30

IAM Users with Console Access with Initial 
Access Keys

High 1 1 1

EC2 Instances without attached IAM Profile 
Role

High 18 0 0

IAM Policies Granted to IAM Users Med 16 16 18

CloudTrail logs are not encrypted at rest Med 0 0 0

Security Questions not Registered Med 1 1 1

SECURITY BEST PRACTICES MAPPED TO NIST 800-53
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Best Practice PTP Score January February March

IAM Password Policy Disabled 10 0 0 0

IAM Admin Users Not Utilizing Multi-
Factor Authentication

10 0 0 0

Root AWS Accounts Not Utilizing 
Multi-Factor Authentication

10 0 0 0

Passwords not Reset for > 90 Days 8 0 0 0

ACCOUNT

ISSUES

SECURITY BEST PRACTICES

PTP RECOMMENDATIONS
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Best Practice PTP Score January February March

Network ACLs Allowing All 
Inbound Traffic

8 14 15 12

Blocklisted IP Address Making 
API Calls 

8 0 0 0

NETWORK

ISSUES

SECURITY BEST PRACTICES

PTP RECOMMENDATIONS
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Best Practice PTP Score January February March

S3 Buckets Do Not Have 
Default Encryption Enabled

8 0 0 0

CLOUD SERVICE

ISSUES

SECURITY BEST PRACTICES

PTP RECOMMENDATIONS
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THANK YOU


